Support on ESET Endpoint Encryption

Background

ESET Endpoint Encryption (EEE) changes history

1. Can't see unencrypted USB when USB encryption is enforced on 31 Jan
2020
2. Can't write file to unencrypted USB when USB encryption still enforced

on 7 Feb

3. Can read and write file on unencrypted USB when USB encryption

becomes Optional on 14 Feb

How EEE auto-enrol?

An EEE activation code has been assigned to all staff and stored in EEE
server. When a user using their SSOid logged the PC, its EEE program
will try to retrieve an activation code from the server based on the

SSOid.

How the encryption becomes Optional?

1. The PC restarted after 14 Feb 2020(NOT only shutdown and power on)
2. It's domain-joined PC

3. Colleagues logged in the PC using SSOid
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Why “Restart” but can't “Shutdown” and power on?

From: ISU of ITO
Subject: ESET USB Encryption - "Always Prompt for RESTART Problem"

AFTER agent installation

Symptom: Some Win 10 users were requested by “ESET Endpoint
Encryption (EEE) Dialogue” to perform RESTART Windows no matter how
many times they have SHUTDOWN their PC AFTER we have deployed and
installed the EEE Agent last Friday.

Reason: ESET confirmed the problem was caused by “Windows FAST
Startup Mode” feature (enabled by default in Win 10). Upon
SHUTDOWN, the feature will bring Windows PC into a “hybrid of cold

shutdown/hibernation” state which inhibit some tasks (that EEE agent

needed) during the normal shutdown process.

Solution: The simplest way is to ask user to perform RESTART instead of

SHUTDOWN.

References:

> The Pros and Cons of Windows 10’s “Fast Startup” Mode

> How to disable Windows 10 fast startup (and why you'd want to)
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EEE Pre-Generated Activation Code

What's EEE Pre-Generated Activation Code (here)?

Note:
Each key able to activate the EEE per user profile, e.g. One PC will require

2 keys when 2 outsiders logged in with different local user account.

EEE Pre-Generated Activation Code could be provided to below scenarios:

1. The students logged in using their SSOid, e.g. Research Assistant

2. The colleagues are using WiFi, e.g. Notebook or AIO PC

3. The outsiders without SSOid and logged in using a local user
account, e.g. Clinic staff

4. The computers belong to the department and will be logged in
using local user account, e.g. Conference room computers,
departmental notebooks and public computers

5. The users using EEE home agent at home



ESET Endpoint Encryption for Removable Media
O Access to Drive D: (New Volume) is Read Only
(O

The removable drive has been set to Read Only.

Your Administrator has specified that data cannot be written to
removable drives

[CJpon't show again for this drive

ESET Endpoint Encryption for Removable Media

O Drive G: (New Volume) is not Encrypted
(2)

Please login to ESET Endpoint Encryption to enable encryption for this
drive

Would you like to login now?




11:22 AM
9/1/2029

ESET Endpeint Encryption Login

Select the item you wish to activate from the list below.,

Enter your user password and dick ok.

ENDPOINT Alternatively, if the item has not been configured dick setup.
ENCRYPTION

Mame Serial Mumber | Comment

DLP Key-File 8015C042 Enter password to login

Enter Password

SS0id password

Show typing
1]




ESET Endpeint Encryption for Remowvable Media

C.) Drive F: (Removable Disk) is not supparted
(1
There are a number of possible reasons why the drive is not supported.

* The drive has hardware encryption

*The USE device has multiple drives
*The drive is of an unknown type

[ 1 Don't show again for this drive




ESET Endpeint Encryption for Remowvable Media

r

C) Removable drives with more than 1 partiion are not supported.

The following volumes reside on the same physical drive and cannot be

encrypted.

2
G




ESET Endpoint Encryption (Activation Required)

<=  This computer must be activated to receive ESET Endpoint Encryption updates.

Enter your activation code below. This will have been sent to you by your
Administrator.

Enter your activation code

64-bit 32-bit website

a Revo Uninstaller 2.1.1 Portable

%EEI% @ & T su€ I

:Umnstaller o Tools Hunter Mode Options | Uninstall Refresh View Help Upgradeto Pro

Apps
C& Search Search by:
Name =

Application AI Size [ Version | Type ] Install Date | Company

(1)} ESET Endpoint Encryption 92.64 MB 5.0.0.0 64-bit  20/2/2020 ESET, spol. s.r.o.
@ESET Endpoint Security 177.33 MB 7.1.2053.0 64-bit  11/12/2019 ESET, spol. s r.o.

~e)
ESET Management Agent 0KB 7.0.577.0 64-bit 11/12/2019 ESET, spol. s r.o.
1
iAppIication ~ | Size | Version | Type |

5.0.0.0 64-bit

I ESET Endpoint Encryption 92.64 MB



ﬁ ESET Endpoint Encryption 64bit v5.0.0 HKBU - USB Read Write no password X

; Welcome to the ESET
Endpoint Encryption Setup
ENDPOINT Wizard
ENCRYPTION

The Setup Wizard will allow you to change the way ESET
Endpoint Encryption features are installed on your computer
or even to remove ESET Endpoint Encryption from your
computer. Click Next to continue or Cancel to exit the Setup
Wizard.

ﬂ ESET Endpoint Encryption 64bit v5.0.0 HKBU - USB Re... X

i Are you sure you want to cancel ESET Endpoint
Encryption installation?

ﬁ ESET Endpoint Encryption 64bit v5.0.0 HKBU - USB Read Write no password X

ESET Endpoint Encryption
Setup Wizard was interrupted

ENDPOINT
ENCRYPTION

ESET Endpoint Encryption setup was interrupted. Your
system has not been modified. To install this program at a
later time, please run the installation again.

Click the Finish button to exit the Setup Wizard.




Uninstalling ESET Endpoint Encryption

Performing the initial analysis and uninstall.

a Creating System Restore Point - done!

N

~ Analyzing and starting the program's built-in uninstaller for the default uninstall

@ After the program’s uninstaller has finished, press the "Scan” button to start scanning for leftover files, folders and registry items.

":'Safe () Moderate () Advanced

San | [ Concel

Uninstalling ESET Endpoint Encryption

Found leftover Registry items

E 3 My Computer

& [V] @ HKEY_CURRENT_USER
=- [V] @ Software

- [V] @ Compatibility Assistant
[ ] |

Desdecthl || Delete |




Revo Uninstaller

| Are you sure that you want to delete the selected items?

I Yes | [ No

Keys: 508
Values: 593

Uninstalling ESET Endpoint Encryption — (]

Found leftover files and folders

File'Folder Path “|Size  |Date |

C\Program Files\ESET Endpaint Encryption 19/2/2020 20:03:48
C\ProgramData\Microsoft\Windows\Start Menu'\Programs\ESET ... 31/1/2020 19:44:12
,E CH\ProgramData'Microso )

Rewva Uninstaller

[ Are you sure that you want to delete the selected items?

2y [ Bm

Folders: 2
Files: 1
Total Size: 1.07 KB

DesclectAl | | Delete

sy 2o s



FiletFolder Path

Found leftover fi

iles and folders

~|Size |Date |

[FlcAaPrograrm Files\ESET Endpoint Encryption
s [ C\Pragram Files\ESET Endpoint Encryption\Bootloaderkeyboard..  1.79 MB

31/1/2020 19:44:12
G/2/2017 12:22:00

@7 C:\Program Filss\ESE
([ c\Program Files\ESE]
(/[ C\Pragram Files\ESE]
3% [FlCAProgram Files\ESE]

Revo Uninstaller

selected, but remaining files will be deleted during the next system

*

restart.
[¥]CA\Program Files\ESE]
| [@] C:\Program Files\ESE]
M. @ C\Pragram Files\ESE]
(3 [¥lC\Pragram Files\ESE] : X
#| [F]CA\Program Files\ESET Endpaint Encryptiom\DlpCamm.dll 188.19KB  20/2/2019 3:23:16
[¥ CA\Program Files\ESET Endpaint Encryption\DlpComm64.dll 21369 KB  20/2/2019 3:29:16
CA\Program Files\ESET Endpoint Encryption\DIpFEG4. exe 278MB 19/2/2019 13:19:00
T =t s v iy e e P el T eyl
Folders: 5
Select Al Delete | Files: 187
Total Size: 58.6MB
| Finish Cancel
64-bit  32-bit




ESET Endpoint Encryption Error -

An error occurred communicating with the ESET Endpoint Encryption subsystem.
The ESET Endpoint Encryption software may not be installed correctly.
Error timed out

Less << ' Close
| Less<< | |

Context: An error occurred communicating with the ESET Endpoint Encryption subsystem.
The ESET Endpoint Encryption software may not be installed correctly.
Error timed out

(Error 0xC01C0007 reported by "EEE API")
(EEE v4.9.6 Managed Client)

64-bit  32-bit

:_E ESET Endpoint Encryption 84bit v5.0.0 HEBU x

Repair or Remove installation
Select the operation you wish to perform.

Repair
Repairs errors in the most recent installation state - fixes
missing or corrupt files, shortcuts and registry entries,

Remove
Removes ESET Endpaint Encryption from your computer,

C<ma || s e




< Run X

==  Typethe name of a program, folder, document or Internet
g,Q; : : .
resource, and Windows will open it for you.

Open: Iregedit vl

I OK I Cancel Browse... ‘

B Registry Editor
File Edit View Favorites Help

Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control

v 3 Computer Name Type
4 = = 24 BootDriverFlags REG_DWORD
YE S DS, PR i‘f] CurrentUser REG_SZ
> BCD00000000 o e -
S HARDWARE ) DirtyShutdownCount REG_DWORD
s Bl sam ab] EarlyStartServices REG_MULTI_SZ
.| SECURITY ab) FirmwareBootDevice REG_SZ
) SOFTWARE fgg] LastBootShutdown REG_DWORD
o | SYSTEM #4) LastBootSucceeded REG_DWORD
N ActivationBroker ab| PreshutdownOrder REG_MULTI_SZ
> ControlSet001 ?g:cf;]SvcHostSplitThresholdanB REG_DWORD
v CurrentControlSet 2?] SystemBootDevice REG_SZ
i > Control .-1‘1] SystemStartOptions REG_SZ
> Enum 3}{] WaitToKillServiceTimeout  REG_SZ
- acdiciaaa Nealilaa
Edit DWORD (32-bit) Value X
Value name:
| ServicesPipe Timeout I
Value data: Base
| 240000 | O Hexadecimal
(®) Decimal
I OK | l Cancel

Data

(value not set)

0x0000001c (28)

USERNAME

0x00000002 (2)

RpcSs Power BrokerInfrastructure SystemEve
multi(0)disk(0)rdisk(0) partition(1)
0x00000001 (1)

0x00000001 (1)

Devicelnstall UsoSvc gpsvc trustedinstaller
0x00380000 (3670016)
multi(0)disk(0)rdisk(0) partition(3)
NOEXECUTE=OPTIN

5000




e e

String Value
Binary Value
DWORD (32-bit) Value
QWORD (64-bit) Value
Multi-String Value
Expandable String Value

SenficespipeTimeout

Edit DWORD (32-bit) Value

Value name:

| ServicesPipe Timeout

Value data: Base

(240000 | O Hexadecimal

REG_DWORD

0x00000000 (0)



http://support.deslock.com/KB29
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64-bit  32-bit

zivchan@hkbu.edu.hk
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